Chapter 7 – Wireless, Mobile computing, and Mobile commerce
7.1 Wireless Technologies
Wireless technologies include both wireless devices (such as smart phones) and wireless transmission media (such as microwave, satellite, and radio). They are changing the way organizations operate and do business.
Wireless devices
- It is convenient and productive to use wireless devices for several reasons.
1) they make productive use of time that was formerly wasted
2) they are flexible, as they can used at workplace
3) enables allocating working time around personal and professional obligations
Wireless Application Protocol (WAP): is the standard that enables wireless devices to access web-based information and services. WAP-compliant devices contain microbrowsers, which are internet browsers with a small file size that can work on wireless devices with low bandwidth.
Today, we have smart phones, which have the capability including cellular telephony, Bluetooth, Wi-Fi, digital cameras, GPS, organizers, schedulers, address books, calculators, access to e-mail and short message service, instant messaging, music, videos and internet access with full-function browser and QWERTY keyboard. 
Benefits: small enough to easily carry or wear, has sufficient computer power to perform productive tasks, and can communicate wirelessly with the internet and other devices. Drawbacks: people can use them to copy and pass on confidential information (but, new jamming devices solve this problem).
Wireless Transmission Media – (transmits signals without wires over the air or in space)
Microwave
Microwave transmission: these systems are widely used for high-volume, long distance, line of sigh communication. Microwave towers usually cannot be spaced more than about 48 km apart, and this limits the usefulness of it. Also, it doesn’t work well during bad weather conditions. They are being replaced by satellite communications systems.
Satellite
Satellite transmission systems make use of communication satellites. There are 3 of them: geostationary-earth-orbit (GEO), medium-earth-orbit (MEO), and low-earth-orbit (LEO). Satellite must receive and transmit data via line of sight (just like microwave). But it overcomes the limitations of microwave as the satellites are able to reach an area on the earth’s surface (the higher a satellite the larger the area reached). Also in contrast, satellites use broadcast transmission, sending signals to many receivers at one time.

Types of orbits:
GEO is tallest (covering largest area), remain stationary relative to point on earth, has a transmission delay of 0.25 seconds (propagation delay), requires the most power – most expensive.
MEO is requires more satellites than GEO as footprints are smaller, less expensive and do not have a propagation delay
LEO shortest, large numbers of satellites needed to cover earth. Advantage: can pick up signals from weak transmitters. This is important has handheld telephones operate though LEO - needs less power and smaller batteries. Also, LEO consumes the least power and is the least expensive
Global positioning system: wireless system that uses satellites to enable users to determine their position anywhere on the earth. Now they are available on mobile devices.
Internet-Over-Satellite: This is the only option in many places for internet connections. It could be too expensive or impossible to install necessary cables. It allows internet connection to many people who could not access it, but because of the GEO delay it can be disrupted by weather.
Radio
Radio transmission uses radio-wave frequencies to send data directly between transmitters and receivers. 
Benefits: radio waves travel easily through normal office walls. Radio devices are fairly inexpensive and easy to install. It can transmit data at high speeds for these reasons, radio is increasingly being used to connect computers to both peripheral equipment and LANs.
Drawbacks: Radio media can create electrical interference problems, others can snoop around your radio if they are on the same frequency. Also, signal breaks when you travel far away.
Satellite radio (solution to signal breaking): offers uninterrupted, near CD-quality music that is beamed to your radio, either at home or in your car, from space.
Infrared
Infrared light is red light that is not commonly visible to human eyes (usually in remote controls). Like radio transmission, it is used for short-distance connections between computers and peripheral equipment and LANs.
7.2 Wireless Computer Networks and Internet Access
Short-range wireless networks: simplifying the task of connecting one device to another, eliminating wires and enabling users to move around while they use the devices (300metres).
It works under unlicensed spectrum, and therefore is prone to interference and security problems.
Bluetooth: used to create small personal area networks (communication among computer devices). Advantages are it uses low power consumption and uses omnidirectional radio waves (the device doesn’t have to point at other connected devices).
Ultra-wideband (UWB): is a high-bandwidth wireless technology with transmission speeds in excess of 100 Mbps. Advantage is high speed.
Near-field communications (NFC): has the smallest range of any short-range wireless networks. Designed for mobile devices and credit cards for wireless swiping (for example)
Medium-range wireless networks (are the familiar wireless local area networks) - unlicensed
Most common one is Wireless fidelity (Wi-Fi): is a medium ranged WLAN, which is like a wired LAN but without cables. 
- A transmitter with an antenna called a wireless access point, connects to a wired LAN or satellite that provide the internet connection. 
- It provides number of users within a small geographical perimeter. 
- It requires the computer or mobile device to have a wireless network interface card
Benefits: low cost and ability to provide simple internet access, ability to connect to internet wirelessly (fast and easy, anywhere). Corporations use this to attract customers (starbucks).
Drawbacks: Although popular, 3 factors are preventing Wi-Fi market to expand:
- roaming (users can’t go from hotspot to hotspot that use different networks)
- security (as it uses radio waves, it is difficult to shield from intruders)
- cost (it’s not available everywhere for free, only in downtown)
Mesh networks: uses multiple Wi-Fi access points to create a wide area network (large)
Wide-area wireless networks (works under licensed spectrum by the government)
- connects users to the internet over geographically dispersed territory
Cellular radio: uses radio waves to provide two-way communication. This allows cell to cell conversations. It has evolved over time:
1G: cellular used analogue signals and had low bandwidth capacity
2G: uses digital signals primarily for voice communication
2.5G: data and voice capabilities
3G: higher speed for data and voice, also supports video, web browsing and instant messaging.
Drawbacks: relatively expensive and providers limit how much you can download and what the service can be used for. Many organizations have networks that combine cellular and Wi-Fi service. 4G: still under development
Wireless broadband or WIMAX: has a very large wireless access range. It is secure and offers features such as voice and video. WIMAX is not yet mobile. It can transmit broadband internet connections to antennas on homes and business miles away.



7.3 Mobile Computing and Mobile Commerce
Mobile Computing
- Mobile computing was designed for workers who travel outside the boundaries of their organizations or for anyone travelling outside his or her home
- It refers to a real-time, wireless connection between a mobile device and other computing environments, such as the internet or an intranet. It has 2 major characteristics:
· mobility: users carry a mobile device and can initiate in real-time contact with other systems
· broad reach: when users carry an mobile device, they can be reached instantly
These two create 5 value-added attributes that break the barriers of geography and time: 
1) ubiquity (can provide information and communication regardless of users location)
2) Convenience (easy access to web, intranets and other mobile devices without booting up PC or the use of modems)
3) instant connectivity (fast)
4) personalization (Info can be customized and sent to individual consumers as SMS)
5) localization of products and services (knowing a user’s physical location helps in advertising)
Mobile Commerce
* Mobile computing provides the foundation for Mobile Commerce, as it is transforming the way we conduct business by allowing businesses and individuals to engage in m-commerce.
* M-commerce is e-commerce transactions in a wireless environment (through the internet)
* With the use of m-commerce, businesses can deliver new services to existing customers and to attract new customers
Development of m-commerce is driven by:
1) Widespread availability of mobile devices: people are now using more and more cell phones (2.6 billion in the world) and the next few years 70% of cell phones in developed countries will have internet access. Thus, increasing market for mobile computing and m-commerce.
2) No need for a PC: Smart phones access to internet is convenient enough
3) The “cell phone” culture: Now using a cell phone is a social phenomenon among young people. The members of this group will spend more money as they begin to make money.
4) Declining prices: price for wireless devices are getting cheaper and cheaper.
5) Bandwidth improvement: It is getting better with Wi-Fi, 3G, WiMax.



Mobile Commerce Applications (these applications affect the way we live and do business)
Financial Services
- It makes it more convenient for customers to transact business regardless of location and time
- Customers can now do online banking through cellular phone (TD)
- Wireless electronic payment systems, customers can authorize payments over cellular network
- Micropayments: electronic payments for small purchases with no extra charge like credit cards
- Mobile wallet: enable cardholders to make purchase with single click from mobile device
- Wireless bill payments: paying any bills through mobile devices
Intrabusiness Applications (most m-commerce is used here)
- Mobile devices are increasingly becoming an integral part of workflow applications
- For example, they can be used to assign jobs to employees with detailed information
- Other services include transportation  (delivery of food, oil, trucks), utilities (gas, water), field services (computer, office equipment), health care (visiting doctor), and security (alarm)
- Real life examples are Kemper insurance company  (taking pictures at scene using wireless devices) and Taco Bell (conducting surveys using handheld devices unknown to managers)
- It makes information flow faster, more accurate and less expensive
Accessing Information
Mobile portal: aggregates and provides content and services for mobile users (news, sports etc)
Voice portal: is a website with an audio interface (airlines use this for info on flight status)
- These portals are designed to aggregate and deliver content in a form that will work with the limited space available on mobile devices.
Location-based applications (this is m-commerce Business-to-customer applications)
- Shopping from wireless devices: a lot of vendors are allowing this (Amazon)
- Location based services provide information specific to a location (is there a traffic jam?)
- Location based advertising: when marketers know location of customers, they can send  user-specific advertising messages to wireless devices about shops, malls, restaurants etc.
Wireless Telemedicine (use of telecomm and IT to provide clinical care and send info at a distance): can send images from one location to another, allows patients to consult with doctor in another location through the use of video conferencing, and the use of robots to perform remote surgery. Now, prescriptions are also filled differently with the use of wireless technology (enter on PDA). Also helps in emergency situations in airplane flights
Telemetry Applications
Telemetry is the wireless transmission and receipt of data gathered from remote sensors. For example, technicians use this to identify a problem in equipments or doctors can monitor patient from a distance. Cars also use this for remote vehicle diagnosis and preventive maintenance.


7.4 Pervasive Computing (or ubiquitous computing)
- It is referred to a world in which virtually every object has processing power with wireless or wired connections to a global network. (smart homes – everything can communicate with each other, and can be controlled by other devices such as cell phones or your car)
- Two technologies provide the infrastructure for pervasive computing:
1) Radio-frequency Identification (RFID) allows manufacturers to attach tags with antennas and computer chips on goods and then track their movement through radio signals. It contains information about its location, where and when it was made.
· They were developed to replace barcodes because of its limitations: requiring line of sight to the scanning device, bar codes are printed on paper (can be ripped or stolen), bar code cannot identify the item, but only the manufacturer and product.
· Drawbacks: Expensive (solved by a company producing RFID tags for 10 cents each for large productions runs. Another problem is the size of tags (also solved by the release of RFID powder contactless chips, which are smaller.
· RuBee: a wireless networking protocol that relies on magnetic, rather than electric energy. It is an alternative to RFID (not replacement). It works in harsh environments. Another technology is a competitor to RFID is HP’s Memory Spot (small, 4mb data, can transfer with high speeds)
2) Wireless Sensor Networks (WSNS)
· Networks of interconnected, battery-powered, wireless sensors called motes that are placed into the physical environment.
· Advantage: If one mote fails, another picks up the data. It is very efficient and reliable. Also, when more bandwidth is needed, it is easy to boost performance.
· With using GPS, wireless sensors provide useful info for tracking people or items
· An example is ZigBee.

7.5 Wireless Security (wireless technology lacks in security) – 4 major problems:
1) Rouge access point: unauthorized access point to a wireless point (can be attacked)
2) War driving: is the act of locating WLANs while going around a city (gain confidential info)
3) Eavesdropping: unauthorized users trying to access data that is travelling over wireless network
4) Radio-frequency (RF) jamming: a person or device intentionally or unintentionally interferes with your wireless network transmission
How to prevent these problems  encrypt the information with current standards, have default names and password for wireless LAN network, monitor your Wi-Fi traffic. Also, smaller wireless systems can be setup to only accept or send info to devices registered with the system.

