Public Security and Terrorism.   
-The opportunity to execute a terrorist attack can be significantly reduced by tightening the security around potential targets.

-The introduction of metal detectors.

-There is no screening technology that is completely foolproof.
Security Measures 
The five levels of terrorism alerts outlined by the Office of Homeland Security are:

· Red: Severe risk of terrorist attacks

· Yellow: Significant risk of terrorist attacks

· Orange: High risk of terrorist attacks

· Blue: Guarded condition; general risk of terrorist attacks

· Green: Low risk of terrorist attacks

Intelligence
· The need for adequate intelligence is of vital importance.

· Intelligence information is the first line of defense against political terrorism.

The Antiterrorism and Effective Death Penalty (ATEDP) Act
· In 1996, the U.S. Congress passed the Antiterrorism and Effective Death Penalty (ATEDP) Act.
The USA Patriot Act
· In the weeks following September 11, 2001, the Bush administration proposed legislation titled Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorists Act, popularly known as the USA Patriot Act.
All six (6) titles of the Act, responses to the Act)
· Civil libertarians also are concerned about other attacks on civil liberties, such as requiring a national ID card, infiltrating domestic groups by undercover police officers, authorizing military tribunals, restrictions of freedom of speech, racial profiling, and nonlethal torture of terrorist suspects.

· One of the goals of terrorism is to panic citizens into surrendering their civil liberties for more security.

· Any effective approach to responding to terrorism within the rule of law must be multifaceted.

· The war on terrorism is a new phenomenon, not adequately addressed by current legal precedents.

· The challenge for lawmakers is to strike the right balance between individual liberty and security, which is certainly a difficult challenge since citizens demand both safety and freedom.

Canada’s Anti-Terrorism Act 
· In October 2001, the Government of Canada quickly proposed a new package of legislation titled the Anti-Terrorism Act (Bill C-36) in the House of Commons to counter the international threat of terrorism in the aftermath of 9/11. The new bill was designed to:

Momin Khawaja: The First Canadian Charged Under the Anti-Terrorism Act
Momin Khawaja, a 29-year-old Ottawa software developer, was arrested in March 2004 and accused of conspiring with a British al Qaeda cell in a bomb plot intended for soft targets in London, UK. He is the first Canadian to be charged under the Canadian Anti-Terrorism Act. His alleged role in the plot, however, was to build detonating devices at his Ottawa home which would trigger the bombs. 
Canada’s National Security Certificates (Be able to describe Canada’s National Security Certificates)
· National security certificates have been part of Canada’s immigration legislation since 1978.

· The certificate process is contained in provisions of the Immigration and Refugee Protection Act (IRPA), not in the Anti-Terrorism Act.

· The use of certificates predates September 11, 2001.

The Judicial Process
· A foreign national who is named in a certificate is automatically arrested and detained.

· A permanent resident may be arrested and detained if a warrant is issued.

· In order to do so, there must be reasonable grounds to believe that the person is a danger to national security, or to the safety of any person, or is unlikely to appear for a 

Canada's National Security Certificates (Cont'd)
The determination of the judge is final and may not be appealed or judicially reviewed.
· If a certificate is determined not to be reasonable, it is quashed and if detained, the individual is released from detention.

· If a certificate is determined to be reasonable, it is considered conclusive proof that the permanent resident or foreign national named in the certificate is inadmissible and it constitutes a removal order which is in force.

Canada's National Security Certificates Challenged (Be able to explain why Canada’s National Security Certificates have been challenged)
· On February 23, 2007, the Supreme Court of Canada struck down the key provisions of the highly controversial security certificates. Its reasons were primarily related to the fact that the certificates were unfair to terrorism suspects.

· Specifically, the Supreme Court found that Canadian security certificates violated Section 7 of the Charter of Rights and Freedoms, which protects the right to life, liberty and security.

· The federal government was given one year to come up with improved legislation that better balances civil liberties with national security.

Canada's National Security Certificates Challenged 
· The recent cases of Adil Charkaoui and Mohamed Harkat have shown that security certificates are indeed a controversial subject. Specifically, they have been called into question for their lack of compliance with theCharter of Rights and Freedoms and their veiled secrecy procedures. The release of both Charkaoui and Harkat following years of imprisonment and surveillance suggests that the secrecy of security certificates will not be readily accepted in Canadian courts, as the federal government had once anticipated.

MODULE 8. Terrorism and the Transformation of Reporting
· By the early 1970s the effect of this technological leap was further enhanced by the availability of three critical pieces of television equipment that made possible the reporting of events in ‘real time’. These were:

· The Minicam;

· The battery-powered video recorder; and

· The time-base corrector (which converts video footage into transmittable output that in turn can be broadcast over the airwaves.

Cause and Effect? Terrorism, the Media and Public Opinion
· Clearly, terrorism and the media are bound together in an inherently symbiotic relationship, feeding off and exploiting the other for their own purposes.

· Thus, while the media may be guilty of constantly—perhaps even shamelessly—scrambling to fill a vacuum created by twenty-four-hour news channels, rolling news shows and intense competition, the media neither exist nor function in a vacuum and, like any other business, respond naturally to ‘consumer demand

The Impact on Travel and Government Decision-making
There are two areas where the relationship between terrorism and the attention it receives from the media impacts negatively on public and governmental behaviour:

1) The public’s perception of personal risk from terrorism, and the consequent effect on willingness to travel.

2) The time pressures imposed by the media under which governments confronted with terrorist-created crises labour.

Violence as Communication
· Propaganda is directed toward a committed audience to strengthen resolve or toward an uncommitted audience to win sympathy and support.

· The Internet

· Affordable, if not extraordinarily cheap, video production and duplication processes

· Private, terrorist-owned television stations

Terrorist and Insurgent Use of the Internet
· In terms of political activism, they have been something of a godsend, providing an effective way for groups to promote what some observers call a “global dialectic”.

· It also enables terrorists to undertake “perception management”: they can use it to portray themselves and their actions in precisely the light and context they wish–unencumbered by the filter, screening and spin of established media.

· The Internet also facilitates their engagement in “information laundering”: taking an interesting or provocative video clip and/or sound bite, and featuring it and focusing on it and creating an “Internet buzz” about it in the hope that it will move into the mainstream press.

Publicity
According to Bruce Hoffman, however, all terrorists share one trait: Each group wants “maximum publicity to be generated by its [terrorism’s] actions.”
The 1985 TWA Hijacking by Hezbollah
Terrorists were aware that visual images affect audiences far more deeply and for longer periods of time than the spoken or written word.

The Triangle of Communication
The mass media, governmental decision-makers, and the public constitute the corners of this triangle.

The Respectability/Legitimacy Goal
John O’Sullivan has correctly argued that the media, and especially television, bestow respectability and perhaps even legitimacy upon terrorists—simply by interviewing them the same way they interview legitimate political actors.
Responses to Terrorism
The Omnibus Diplomatic Security Act of 1986 became the most comprehensive package of new or revised laws.

After 9/11, hundreds of illegal immigrants were held for months in detention centers without being charged—although the USA Patriot Act prescribed that criminal charges must be brought against such detainees within seven days.

But the greatest controversies arose over the legal rights of so-called enemy combatants, who were held in Guantanamo Bay.
Hoffman, Bruce. Inside Terrorism.
Chapter 7: The New Media, Terrorism, and the Shaping of Global Opinion
Bin Laden’s dramatic television appearance on October 7, 2001 provided stunning confirmation of just how sophisticated terrorist communications in the twenty-first century have become.
The first group to successfully harness the power of the Internet was arguably the Zapatista National Liberation Army (EZLN), known more familiarly simply as the Zapatistas.
Among the first were the LTTE (Tamil Tigers). The group established TamilNet.com in 1995, and its success has since spawned several additional sites, including www.eelam.com, 
Ideological Background and Development of the Modern Global Jihad
Osama bin Laden, along with al Qaeda’s second-in-command Ayman al-Zawahiri, are said to have been greatly influenced by Qutb's writings. Ayman al-Zawahiri was a student of Muhammad Qutb, Sayyid Qutb's brother, who edited, published and promoted his work. He was also the leader of the Egyptian Islamic Jihad, an outspring of the Muslim Brotherhood that merged with al Qaeda in the 1990s.
Abdullah Azzam, Osama bin Laden and Sayyid Qutb share beliefs in an impending clash of civilizations between Islam and the non-Islamic world, and in the necessity of a violent revolution against secular governments to establish an Islamic state. 
The Afghan-Soviet War

When the Soviet Union invaded Afghanistan in 1979, Abdullah Azzam issued a fatwa, “Defense of the Muslim Lands, the First Obligation after Faith”, declaring that the struggles in Afghanistan and Palestine were jihads in which Muslims had the personal obligation of killing occupiers of their land. 

Abdullah Azzam founded the Maktab al-Khadamat (Services Office) intended to raise funds and recruit foreign mujahideens to fight against the Soviets in Afghanistan. The Services Office had guest houses and paramilitary training camps for the mujahideens in Pakistan, near the Afghan border. Osama bin Laden helped fund the Services Office, using his connections with the Saudi royal family. The CIA also helped fund the mujahideens, in its own ideological war against the Soviet Union.

The mujahideen's victory against the Soviet Union's Red Army in Afghanistan as well as the subsequent collapse of the Soviet Union and of communism is described by al Qaeda as a model of resistance to superpowers. In turn, Afghan and Arab resistance to the Soviet invasion of Afghanistan allegedly enforced Osama bin Laden’s belief that Muslims could effectively defend themselves through armed struggle inspired by select Islamic principles. 
In Osama bin Laden’s 1996 fatwa, titled “Declaration of War Against the Americans Occupying the Land of the Holy Places,” he declares a war against the U.S., Israel and their allies; 
al Qaeda's Goals

1. to organize ideological clarity and coherence;

2. to resist the current secular regimes within the Muslim world, and;

3. to establish an Islamic state.

al Qaeda’s Chain of Command

· The chain of command, as suggested by Bruce Hoffman, includes:

· al Qaeda Central
· al Qaeda Affiliates and Associates
· al Qaeda Locals
· al Qaeda Network
CBRN Terrorism (Chemical, Biological, Radiological and Nuclear)
According to Bruce Hoffman, incontrovertible information has repeatedly come to light that that clearly illuminates al Qaeda’s long-standing and concerted efforts to develop a diverse array of chemical, biological, and even nuclear weapons.

Bin Laden’s interest in acquiring a nuclear weapon reportedly began as early as 1992.

CBRN Terrorism in Canada
An April 1993 incident involved Canadian Customs officials seizing 130 grams of the lethal poison, ricin, from an American who was in possession of neo-Nazi literature and who was connected to a number of Survivalist groups is one example. 

In 2005, the government of Canada developed "The Chemical, Biological, Radiological and Nuclear Strategy" which aims at protecting the population "by taking all possible measures to prevent, mitigate and respond effectively to a potential CBRN incident."

What is Cyber-terrorism?
“Information warfare” should not necessarily be interpreted as “cyberterrorism” and “cyberterrorism” should not be mistaken for “cybercrime” either.
Cyberterrorism is a term that still lacks an internationally recognized definition and acts of cybercrime are often mistaken for cyberterrorism. 
Advantages for Cyberterrorists
· Viruses could be implanted in an enemy’s computer

· “Logic bombs” could lie dormant until they suddenly overwhelm a computer system

· Bogus chips could be sold to sabotage an enemy’s computer system

· Overloading an electrical system could threaten computer security

A worst case scenario, Barry C. Collin depicts a list of potential CyberTerrorist Acts:
· A CyberTerrorist will attack the next generation of air traffic control systems, and collide two large civilian aircraft. This is a realistic scenario, since the CyberTerrorist will also crack the aircraft's in-cockpit sensors. 
· A CyberTerrorist will remotely alter the formulas of medication at pharmaceutical manufacturers. The potential loss of life is unfathomable.

· The CyberTerrorist may then decide to remotely change the pressure in the gas lines, causing a valve failure, and a block of a sleepy suburb detonates and burns. Counterterrorism Difficulties
According to Barry C. Collin, “We must consider the following elements when building a counter-CyberTerrorist program":
· We must accept that while the theories of terrorism stand true, the way in which we approach counter-terrorism, in this case, counter-CyberTerrorism, must change. 
· We must cooperate and share intelligence in ways we never have before.

· We must enlist the assistance of those individuals who understand the weapons we are facing and have experienced fighting these wars. 
· We must learn the new rules, the new technologies, and the new players."

Defining Narco-terrorism
· The term ‘narco-terrorism’ was coined by former Peruvian President Belaunde Terry in 1983 to describe terrorist-type attacks against his nation’s anti-narcotics police by the Shining Path Marxist rebels (Sendero Luminoso).

· According to Bruce Hoffman, “In the early 1990s the meaning and usage of the term “terrorism” were further blurred by the emergence of two new buzzwords: “narco-terrorism” and the so-called gray area phenomenon.
Pablo Escobar
Historically, the DEA defined narco-terrorism in terms of Pablo Escobar, one of the most notorious "narco-terrorists." Internationally, this well-known leader of the Medellin cocaine cartel in Colombia became one of the wealthiest and most feared men until he was hunted down and killed in 1993. 

At the height of his illicit career, Escobar ran for Congress, campaigning to change foreign policy with the hopes of prohibiting the extradition of Colombian citizens to the United States.
The Colombia Example
For thirty years, Colombia has been implicated in a military-paramilitary guerrilla conflict. Over 200,000 people have been killed in the last ten years as a result of this violent and shaky political situation.
According to some estimates, the annual income of the two main narco-trafficking groups in Columbia (FARC and ELN) ranges between a half billion and one and a half billion dollars, with a total manpower of no more than 20,000 militants.

The Five Principal Insurgent Groups in Colombia 
The Revolutionary Armed Forces of Colombia, or FARC, is a left-wing rebel group that has been active in Colombia since 1964.

The National Liberation Army, or ELN, a Marxist-Leninist organization, is Colombia’s second-largest insurgent group. Founded in 1965, ELN's focus resides chiefly on terrorism and extortion efforts on oil drilling and mining companies. The group was inspired and supported by Fidel Castro. 

The 19th of April Movement, or M-19, began in 1973 as a FARC splinter group, locating most of its support in urban centers and from radical students. It adopted a nationalist and populist revolutionary discourse. 

The Popular Liberation Army, or EPL, which was founded by Colombian insurgents in 1967 as a military pro-Beijing Colombian Communist Party-Marxist-Leninist group. 
The United Self-Defense Groups of Colombia, or AUC, as the name suggests, is a group of several units of defense. A series of defense organizations were set up by the government of Colombia, beginning in 1964, in response to insurgent violence. 
Suicide Terrorism
In recent years, the terrorist strategy of suicide bombings has created increasing fear and widespread media attention.

Suicide bombings are an incredibly cost-effective method of terrorism.

A suicide bombing is defined as “a politically motivated violent attack carried out by an individual who is fully aware and purposely causes his or her own death by blowing himself or herself up along with the intended target usually to influence an audience."
The media have reinforced these threats by describing the recruitment and training of suicidal terrorists, especially in Islamic countries.
Core Characteristics of Suicide Terrorism
· Suicide tactics are devastatingly effective, lethally efficient, have a greater likelihood of success, and are relatively inexpensive and generally easier to execute than other attack modes.

· Suicide terrorism differs from all other terrorist operations because the perpetrator’s own death is an essential requirement of the attack’s success.

· On average, suicide operations worldwide kill about four times as many people as other kinds of terrorist attacks.

· Suicide terrorism, moreover, is guaranteed to provide media coverage, given its irresistible combination of savagery and bloodshed.

· Suicide attacks are also an especially powerful psychological weapon

The Use of Religion and Theological Justification
· Religion and theological justification, in particular, that is communicated and encouraged by Muslim clerical authorities has played an important role in framing popular attitudes toward suicide operations and encouraging their followers to carry out acts of self-sacrifice on behalf of their community.

· The four essential motivations that justify such attacks, according to Islamic theologians and philosophers, are:

· Seeking for martyrdom

· Hurting the enemy

· Encouraging Muslims

· Weakening the spirit of the enemy.

Suicide Bombers in the Mideast. 3 examples.
Suicide bombing attacks began in Lebanon on April 18, 1983, when a suicide bomber driving a van carrying approximately 400 pounds of high explosives drove into the U.S. Embassy in Beirut.

Then on October 23, 1983, a suicide bomber, also from Hezbollah, drove a three-quarter ton truck loaded with 12,000 pounds of TNT into the U.S. Marine barracks in Beirut, killing 241 Marines.

Between July 1987 and December 2000, LTTE carried out over 170 suicide attacks in Sri Lanka and southern India and is responsible for 62 percent of suicide bombing attacks worldwide.
Conclusion
Suicide terrorism is an instrumental strategy.
An effective defense against suicide terrorism must be nimble, flexible and adaptive. 
It must be as dynamic and fluid as terrorist operational planning, reconnaissance, and attack execution are

The suicide bombing attack is the ultimate propaganda.

Suicide bombing has a contagious aspect associated with it, and it has an indisputable appeal as the solution of last resort.

Suicide bombing, which has quadrupled over the last twenty years, is without argument the most serious problem facing the fight against terrorism.

Implications of Religious Terrorism for Use of WMD
The proliferation of religious terrorism raises a number of other disquieting possibilities and consequences, given that the members of many of these groups, sects and cults are what might be described as ‘amateur’ terrorists in contrast to the relatively small number of ‘professionals’ who have dominated terrorism in the past.
Not only is the information necessary to undertake WMD attacks relatively easily accessible, but the availability of critical materiel may already have been facilitated by the proliferation of fissile materials from the former Soviet Union and the putative illicit market in nuclear materials that is reportedly emerging in Eastern and Central Europe
Ultimately, it is unwise to overreact at home or abroad. Overreaction undermines the moral fabric of a society that is victimized by terrorists and plays into the hands of terrorists and the assumptions central to their calculus of violence
